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MEMORANDUM FCR: Director of Security

FROM: William F. Donrelly (C)
Director of Communications

SURJECT: Froposed DCT Directive on TSCH (0)

1. As has teep informally discussed tetween our Staffs, and
as a follov-on to discussions at the ¢ January 1985 SECCM
meetipg, I would like to document my corcerns regarding the
proposed NCI Directive on Technical Surveillance Countermeasures
(TSCM). V¥While the initiative to estatlish DCI guidaence in light
of [ is understcod, it is believed that portions of the
proposed broad definition of TSCM overlap substantially with
existing ccordinated definitions of ComSec and TEMPEST. Some
clarification is needed, particularly cencerning eguipment and
systems used to precess classified information., (C)

2. While it is appreciated that the TSCH and ComSec
disciplires must he closely aligned, and that the Prorposed
Directive is for Commurity-kide implementation, I telieve it
gshould he understood that the fellowing technical areas coptinve
to f211 witiin the Community definition of TTLPFST when discussed
in terms of vulnerabilities of equipment and systems nsed for
processing classified infermatior:

~aceustic and electromagrnetic atracks

-stimulation of equipmert (by aceustic, RF, mpagnetic or
other means) ;

~expleitation of naturally cccurring techrical

hazards  (C)

2. The feollowvirng a’Rdditicnal cemrents orve eyrggested:

a, The last sentence c¢f paragrarh J,e., Tefirition,
Timits TECH efforts te Jdeterring usnauthorized reoniterire
of telephore transmicsior redin, Tt is Yelicved that
this shovld he expanded to incluvle all tvpes of
tranerissicn media to allovw for cemputer and ctiber datea
petvierks,

. Eubparagraph d.2.7, \e"roncltx 1*1?0, Timita
anglyecis ¢f penetraticn levices to those found overseas,
It is svggested thar thie boe Freadened te he cemuistert
with subnara 4,002, 1.¢,, devices ord technicues veed
against tle L.%8.) Coverrrert or ctler ratiers, (1)
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4, 1t is recernended trat our Staffs scredvle a meeting to
discnuss the atove concerrs and compents te determire Pow besgt to
incerperate them inte tre proposed TCIN, | |
Secare[:::::::] ies the O Poirt of Contact, ((J
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